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Installing  using BlackBerry Desktop Manager 
Pre-Requisites:

A GoldMine Mobile Eyelet must be generated using the appropriate JDE for the device’s OS. For additional information on creating an eyelet (client), please refer to Section VII, of the Vaultus Designer GoldMine Installation document. 

For instructions on deploying the eyelet via Blackberry Desktop Manager refer to the section “Using the BlackBerry Desktop Software” on page 6 of the RIM Deploying Java Applications document.
Please note: For out of the box deployment, use GoldMine.3.0.1.zip available with the GoldMine Mobile software.
 Wireless Deployment using BlackBerry Enterprise Server (BES OTA) 

Only a single GoldMine Mobile Eyelet application needs to be created to support over the air delivery to both 4.1 and 4.2 blackberry devices. The application will be successfully delivered as long as all device models are defined in the \Research In Motion\AppLoader\Device.xml file on the BES Server. If your Device.xml file is missing any device models contact RIM for an updated file.

Pre-Requisites:

The below instructions assume that you are familiar with Vaultus Designer and know how to create an application eyelet.  
Please note: For out of the box deployment, use GoldMine.3.0.1.zip available with the GoldMine Mobile software.
 For additional information refer to Section VII, of the Vaultus Designer GoldMine Installation document for steps on creating a GoldMine Mobile Eyelet. Designer will need to be installed in order to develop applications that will eventually be installed on both 4.1 and 4.2 blackberry devices. Ensure both the 4.0 and 4.2 cod and library files have been installed under the SDK directory.  Verify this by looking under the \Vaultus\SDK directory. You should see a subfolder for 4.0 and a subfolder for 4.2 cod files.  For Example:

C:\Vaultus

     -SDK

        -Blackberry

            -4.0

                 Cod

                        VaultusClient.cod

                        VaultusClientStrings.cod

                        VMSApplication.cod

                 Lib

            -4.2

                Cod

                        VaultusClient.cod

                        VaultusClientStrings.cod

                        VMSApplication.cod

                Lib

Eyelet configuration on the BES:

1. Generate an eyelet in Designer using either the 4.1 or 4.2 blackberry JDE (it does not matter which). 
2. Once the eyelet has been created, create a folder for your application on the BES server under \Research In Motion\Shared\Applications\.  For example: 
 \Research In Motion\Shared\Applications\GoldMine.3.0.1
3. In the above application folder extract the .alx and .jad files from the eyelet zip file. 
4. Next, create 2 additional subfolders under your application folder.  One for Vaultus 4.0 cod files and one for Vaultus 4.2 cod files.  For example: 
\Research In Motion\Shared\Applications\GoldMine.3.0.1\4.0

\Research In Motion\Shared\Applications\GoldMine.3.0.1\4.2

5. In the 4.0 subfolder copy in the Vaultus 4.0 cod files (VaultusClient.cod, VaultusClientStrings.cod and VMSApplication.cod).  Additionally, extract the GoldMine.cod and GoldMine_keys.cod, files to this directory from the eyelet zip file. 
6. In the 4.2 subfolder copy in the Vaultus 4.2 cod files (VaultusClient.cod, VaultusClientStrings.cod and VMSApplication.cod).  Additionally, extract the GoldMine.cod and GoldMine_keys.cod files to this directory from the eyelet zip file. 
7. Open the .alx file and add the below bolded section to select the appropriate cod files for either the 4.0 or 4.2 devices.  The lower version range is inclusive and the upper range is exclusive. 

<loader version="1.0">

<application id="GoldMine">

<required>false</required>

<requires id="net.rim.blackberry.api"></requires>

<requires id="net.rim.blackberry.crypto1"></requires>

<requires id="net.rim.blackberry.crypto2"></requires>

<requires id="net.rim.blackberry.crypto3"></requires>

<name>GoldMine</name>

<description>GoldMine 2008.12.21 10:23:17</description>

<version>3.0.1</version>

<vendor>Vaultus</vendor>

<copyright>Copyright (c) 2001-2007 Vaultus</copyright>

<directory _blackberryVersion="[4.0.0,4.2.0)">4.0</directory>

<directory _blackberryVersion="[4.2.0,5.0.0)">4.2</directory>

<fileset Java="1.0">

<files>

VaultusClient.cod

VaultusClientStrings.cod

VMSApplication.cod

GoldMine.cod
GoldMine_keys.cod

</files>

</fileset>

</application>

</loader>

8. Refer to the section Using the BlackBerry Enterprise Server and Application Control policy rules on page 14 of the RIM Deploying Java Applications document to get an overview. For exact steps that relate to your version of BES Server, you may find the “Making Additional Blackberry Device Software Applications Available To Users” section in the Administration Guide from the link below useful:
http://www.blackberry.com/knowledgecenterpublic/livelink.exe/fetch/2000/8067/645045/7963/customview.html?func=ll&objId=7963&objAction=browse&sort=name

If you prefer users not to be prompted with  Phone Access and Network Connection dialogs upon starting the application for the first time,  Set “Phone Access” and “Internal Network Connections” to Allowed when creating the Application Control Policy for this application. Please refer to screenshot below, which is taken from BES 4.1 BlackBerry Manager.
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Pleas note, you can also use following steps as a guide to deploy the application via BES OTA. These steps relate to BES 4.1.
Create the Software Index on the BES
1. On the BES, open a command prompt at <drive>\Program Files\Common Files\Research In Motion\AppLoader
2. Type the following command to build the software index structure:  loader.exe/index  

3. (optional) If the .alx file is changed for any reason, you will have to re-index the applications.  You would open a command prompt at <drive>\Program Files\Common Files\Research In Motion\AppLoader and type the command:  loader.exe/reindex  

Share your application directory with read only access.  \Program Files\Common Files\Research In Motion\Shared\Applications\<application name>

Create A Software Configuration

1. On the BES, open Blackberry Manager from Start(Programs(Blackberry Enterprise Server(Blackberry Manager

2. On the Software Configurations tab, select (Add New Configuration
3. In the Configuration Name field, type the name of your Vaultus application

4. In the Configuration Description field, type a description of your Vaultus application.

5. Define the location of the device software.  Select Change… and type the value \\<machine name>\Research In Motion and select OK.
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6. Select the check box for the blackberry device series you would like to create a configuration for, and then select OK.

[image: image3.png]L=18] x|

BlackBerry Manager-Security Administrator Authority

Fle Edt Took iew tel
EExplorer View | % Refresh [

e [ obsl | servers | userGrowpsLst | Allsers | ol Adninsroton | Software Confgraons. |
=@ ;.‘;(kﬁe"v e Corfiguration Name [ [Coanm ]
5 B Servers
BES4IDEY Bacngarerone 4700 Test device bes41devResearch InMotion

Device Software Configuration [x]
Configuration Name: [ Tmobies703e

Conturatonpescrpton: [ 5703 Do Sees

E Devie Software Locaton: [WoesataerReseara i crange

& [appicatontans TNerson— Toshvery— [paiey |
18700 Series Software 410

‘Application Software <none=

Common ®

> dd New Configuration

T
A
s
H
S Manae appleation Plcies

System and BlackBerry application — Manage appication cortrol Tem
Software for 87038 Series devices polcies _otetes |

oK Cancel





7. Your new device configuration will appear in the list of configurations on the Software Configurations tab
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Define the Application Control Policy
1. On the Software Configuration tab select ( Manage Application Policies
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2. Select New… to add a new Application Control Policy for your Vaultus application.

3. In the new Application Control Policy update policy parameters as described below:
Disposition: Required. 

This will ensure the Vaultus application will successfully be pushed to the user’s devices (Allow Third-Party software to be installed). 
Internal Network Connections:  Allow or Prompt User

If set to Allow, users will not be prompted to select HTTP settings. They will be allowed by default.  

External Network Connections: Allow or Prompt User

If set to Allow, users will not be prompted to select Socket settings.  They will be allowed by default.  

Phone Access: Not Permitted, Allow or Prompt User
Selecting Allow or Prompt User will enable users to add call logs for calls made from the Contact view.

Selecting Not Permitted will prevent users from making calls from the Contact view.
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4. Select OK and your application will be added to the list of Application Control Policies.  Verify and select OK again.
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Assign the Application to Users
1. In Blackberry Manager, highlight your BES server from the left hand pane and select the Users tab.  Expand the Device Management task in the lower right list of tasks.
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2. Select ( Assign Software Configuration and verify a list of the device software configurations appears.    Highlight the software configuration you would like to assign to this user, and select OK.
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Push the Application Out To Users 
1. In Blackberry Manager, highlight Blackberry Domain and select the Software Configuration tab.

2. Highlight the device configuration you would like to push the application to and select the ( Edit Configuration option.
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3. Expand Application Software and select your application.  In the Delivery drop-down list select Wireless and in the Policy select the Vaultus application Policy.  
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4. Select OK and the application will be pushed out to users within 4 hours.

Troubleshooting
Sympton:  Application does not get pushed to specific devices

Troubleshoot:  Verify the device.xml file contains an entry for the Blackberry model the application has not been pushed to.  The device.xml file is located on the BES under \Research In Motion\AppLoader

Workaround:  You can either manually update the device.xml to include the missing Blackberry model or obtain an existing device.xml that includes the missing blackberry model.  A recent install of Desktop Manager may include the correct device.xml.

Wireless Deployment using BlackBerry Browser

This section contains information about installing the GoldMine Mobile Application wirelessly using a Web Server. Users will be able to navigate to a URL through the Blackberry Browser on their device.  They will then be prompted to download and install the GoldMine Mobile application.  

It is our recommendation and the assumption of this document, that the Web Server to be used for the Web Server install is IIS.  Other Web Server applications such as Apache are supported and have been validated for Web Server installs.

You can also refer to Using a web browser section on page 13 on RIM Deploying Java Applications document for an overview.
File Types:

In order to properly deploy the GoldMine Mobile application wirelessly using the Blackberry Browser: please verify that the eyelet built in Vaultus  Designer has been built with a deployment type of Blackberry Browser OTA.  Please refer to Section VII, in Vaultus Designer GoldMine Installation document on how to create eyelet.
This will ensure that the correct file types of .jad and .cod are generated when the eyelet is built.

· The .jad file is the application description that provides information about the application and the location of the .cod files.  The Blackberry Browser uses the standard application descriptor file type (.jad), to discover the compiled application files for download (.cod).  

· The .cod files are compiled application code.  The .cod files cannot be downloaded directly.  

MIME Settings:
There are specific Multipurpose Internet Mail Extensions (MIME) types that must be set for both the .cod and .jad files prior to uploading them to the Web Server for download.

In IIS set the MIME types as follows:

1. In Control Panel(Administrative Tools select Internet Information Services (IIS) Manager

2. Right-click on the local computer and select Properties

3. Click on ‘MIME Types….’

4. For .cod files, ensure the MIME type is set to application/vnd.rim.cod
5. For .jad files, ensure the MIME type is set to text/vnd.sun.j2me.app-descriptor
6. Select Apply and OK.
Sample Application Descriptor File (.jad)
Below is an example of a .jad file that is created when the Vaultus Client/Eyelet is built in Designer.

Each RIM-COD-URL represents one of the .cod files generated in the eyelet.  The RIM-COD-Size the size of each .cod file in bytes.

* If any additional cod files are added to the eyelet the .jad file will have to be updated with additional RIM-COD-URL and RIM-COD-Size lines

MIDlet-Name: VAULTUS

MIDlet-Version: 1.1.0.32

MIDlet-Vendor: Vaultus

MIDlet-Jar-URL: VAULTUS.jar

MIDlet-Jar-Size: 0

MicroEdition-Profile: MIDP-1.0

MicroEdition-Configuration: CLDC-1.0

MIDlet-1: VAULTUS,resources/images/Vaultus_logo_ribbon.gif,

RIM-MIDlet-Flags-1: 0

RIM-MIDlet-Position-1: 1

RIM-MIDlet-NameResourceBundle-1: com.vaultus.blackberry.core.resources.client.VMSApplication

RIM-MIDlet-NameResourceId-1: 1

RIM-COD-Module-Name: VAULTUS

RIM-COD-URL-1: VAULTUS.cod

RIM-COD-Size-1: 29364

RIM-COD-URL-2: VAULTUS-1.cod

RIM-COD-Size-2: 66000

RIM-COD-URL-3: VAULTUS_keys.cod

RIM-COD-Size-3: 1776

RIM-COD-URL-4: VaultusClient.cod

RIM-COD-Size-4: 95180

RIM-COD-URL-5: VaultusClient-1.cod

RIM-COD-Size-5: 99316

RIM-COD-URL-6: VaultusClient-2.cod

RIM-COD-Size-6: 90728

RIM-COD-URL-7: VaultusClient-3.cod

RIM-COD-Size-7: 9604

RIM-COD-URL-8: VaultusClientApplication.cod

RIM-COD-Size-8: 2920

RIM-COD-URL-9: VMSApplication.cod

RIM-COD-Size-9: 109104

RIM-COD-URL-10: VMSApplication-1.cod

RIM-COD-Size-10: 106176

RIM-COD-URL-11: VMSApplication-2.cod

RIM-COD-Size-11: 62464
Upload the Application to the Web Server
1. On the IIS server, in Windows Explorer create a directory to store any Vaultus client applications you would like to make available for users to download. 

2. Under that folder, create a subfolder and extract the contents of the eyelet zip file to this filder. 

Example:

C:\webapps\sampleApp\ 

*.cod files 

*.jad 

META-INF

3. In IIS, right click on Default Web Site and add a New Virtual Directory.
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4. Give the Virtual Directory an Alias for your application.  Example:  Sample

5. Browse to the folder you extracted the contents of the eyelet to.
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6. Select applicable permissions.
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7. Select Finish.

8. Browse to the URL to verify you can see the .jad and .cod files.  To download the application you would select the .jad file to start the download.
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Create a Web Page That Links To The .jad File [Optional]  

You can create a webpage that has only one link which will link directly to the .jad file so that users aren’t confused by all of the files on the download screen.   

1.  In the Virtual Directory you created above i.e. C:\webapps\sampleApp create another subdirectory and move all of the extracted files to that directory: C:\webapps\sampleApp\sampleApp\
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2.  Create a new html file i.e. C:\webapps\sampleApp\sampleApp.htm.  
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3.  You will update the new file to point to the .jad file.  Below is a sample of the contents of the file:

<html>

<head>

<title>Vaultus Downloads</title>

</head>

<body>

<table border="0" cellpadding="0" cellspacing="0" width="100%">

<tr><td>

<a href="sampleApp/sample.jad">Download sampleApp</a>
</td></tr>

</table>

</body>

</html>

4.  Verify that the configuration is correct.  Navigate to the website and verify that by clicking on the link, the user is prompted to download the application.
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Automatically Detecting Device’s Handheld Software Version Through JavaScript (optional)

When installing an application using the BlackBerry Browser, you can detect what OS the device is running and then present the user with the appropriate download link by calling the "navigator.userAgent" property in JavaScript.  For example:

<html>
<body>
   <script language="JavaScript">
      var agent = String(navigator.userAgent);
      var array = agent.split(" ");
      var platformString = array[1].split("/");

 

      var bbdevice = platformString[0];
      var bbos = platformString[1].substring(0,3);
   
      document.open();
      if (bbos == "4.1" || bbos == "4.0") {
         document.writeln('<br><a href="sampleApp4.0/sample.jad">Download Sample App for BlackBerry OS 4.0/4.1</a>');
      }
      else if (bbos == "4.2") {
         document.writeln('<br><a href="sampleApp4.2/sample.jad">Download Sample App for BlackBerry OS 4.2</a>');   
      }
      document.close();
   </script>
</body>
</html>

Note that this only works if JavaScript is enabled on the device.

To enable JavaScript on the device, go to the BlackBerry Browser and select Options(Browser Configuration. Ensure that “Support JavaScript” is checked.

Automatically Detecting Device’s Handheld Software Version Through ASP (optional)

When installing an application using the BlackBerry Browser, you can detect what OS the device is running and then present the user with the appropriate download using an ASP page.  For example:


<% Language="Vbscript" %>

<%

   dim agent, array, platformString, bbdevice, bbos

   agent = Request.ServerVariables("http_user_agent")

   array = Split(agent)

   platformString = Split(array(0), "/")

   bbdevice = platformString(0)

   bbos = Mid(platformString(1),1,3)

   if bbos = "4.0" Or bbos = "4.1" then

      Response.Write("<br><a href="sampleApp4.0/sample.jad">Download Sample App for BlackBerry OS 4.0/4.1</a>")

   elseif bbos = "4.2" then

      Response.Write("<br><a href="sampleApp4.2/sample.jad">Download Sample App for BlackBerry OS 4.2</a>")

   else

      Response.Write("Application for your device OS could not be found, please contact your System Administrator.") 

   end if

%>

Note that this ASP code will only work on Microsoft IIS Web Servers.

Note that JavaScript does not have to be enabled on the device for this to work.

Application Installation

On the device, you can either have users navigate to the application download page on their own, or you can send them an email with the link to the download page.  

For users to start the installation process on their device, first have them navigate to the link pointing to the .jad file using the Blackberry Browser [not the carrier browser!].  

Once they select the link, the user will be prompted to start the download process:
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Once Download is selected a download progress bar appears tracking the progress of the Vaultus Application download.
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Once the download is complete, you may see the following prompt either to ‘Run’ the application or click ‘Ok’.    
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Note: If you have previously installed an application with the same name this prompt may ask you to soft reset (reboot) the device instead of having it run automatically.

Clicking “Run” will bring up the application.  You can Click “Ok” and access the application from the Blackberry home screen.
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Application removal

To delete the application from the handheld device, on the device users can navigate to Options(Advanced Options(Applications.  

Once the GoldMine application is found, the user can bring up the menu and select Delete to delete the application from the device.

Downloading Data after Installation
Once GoldMine Mobile is installed on BlackBerry device, you will see GoldMine icon on BlackBerry home screen.

[image: image24]
· Select the GoldMine icon on the application ribbon on the device with the thumbwheel.
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· Click it to launch the GoldMine application.  The first time the application launches, it may take a few minutes as the application decompresses.  It may appear that nothing is happening on the device though there is a periodic hourglass that may appear in the middle of the screen.  You will also know something is happening if nothing happens when you use the thumbwheel or press the ESC button on the device.
IMPORTANT STEP:  A notification screen will appear if GoldMine Mobile was installed using Desktop Manager or BlackBerry Browser. It will also appear if GoldMine Mobile was deployed using BES OTA where “Phone Access” and “Internal Network Connections” were not set to “Allowed” in Application Control Policy. It informs the user that the application is attempting to access phone information similar to following
The application GoldMine is attempting to access phone information. Would you like to allow access?

 

[] Don’t ask this again 
 

Yes
No 

Scroll down to the check box with ‘Don’t ask this again’.  NOTE:  Press the space bar to select the check box.  Scroll to select the ‘Yes’ option.  This will allow GoldMine Mobile application to integrate with BlackBerry Phone features.  NOTE:  If this is NOT done correctly, then phone integration features of GoldMine Mobile won’t work properly. 
· Once the Vaultus Client is launched, another message will flash indicating that there is no local data on the device.  Click on ‘Yes’ with the thumbwheel to accept this.
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IMPORTANT STEP:  A notification screen will appear if GoldMine Mobile was installed using Desktop Manager or BlackBerry Browser. It will also appear if GoldMine Mobile was deployed using BES OTA where “Phone Access” and “Internal Network Connections” were not set to “Allowed” in Application Control Policy. It informs the user that the application is requesting to act as a server similar to the following
Do you want to allow the application GoldMine to act as a server?

 

Don’t ask this again for:

[] all http connections

 

Allow this connection

Deny this connection (selected by default) 

Scroll down to the check box with ‘all http connections’.  NOTE:  Press the space bar to select the check box.  Scroll to select the ‘Allow this connection’ option (the default is set to ‘Deny this connection’).  This will allow the device to use the appropriate http connections for all future communications with the server.  NOTE:  If this is NOT done correctly, then there may be issues with the proper functioning of the GoldMine Mobile application on the device. 

· The ‘Login’ screen will appear.  Enter in the user’s login information (NOTE:  This is the user’s GoldMine login): 
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· Click on thumbwheel to bring down the menu and select ‘Login’.
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IMPORTANT STEP:  A notification screen will appear if GoldMine Mobile was installed using Desktop Manager or BlackBerry Browser. It will also appear if GoldMine Mobile was deployed using BES OTA where “Phone Access” and “Internal Network Connections” were not set to “Allowed” in Application Control Policy. It informs the user that the application is requesting a socket connection similar to the following:

The application GoldMine has requested a socket connection to 10.50.0.100

 

Don't ask this again for:

[ ] all socket connections

[ ] socket connections to 10.50.0.100

 

Allow this connection

Deny this connection (selected by default) 

Scroll down to the check box with ‘all socket connections’.  NOTE:  Do NOT check the box for ‘socket connections to IP address’.  Press the space bar to select the check box.  Scroll to select the ‘Allow this connection’ option’ (the default is set to ‘Deny this connection’).  This will allow the device to use the appropriate socket connections for all future communications with the server.  NOTE:  If this is NOT done correctly, then there may be issues with the proper functioning of the GoldMine application on the device. 

· The FDR process will begin and you will see that the device is downloading data from the server.
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· After Full Data Recovery completes, the device will be updated with the data for the user.
· Once the FDR is complete, test GoldMine Mobile with the user’s data.

· A small test example would be to make 1 change on the BlackBerry device and 1 change using the GoldMine Client.

· Sync the data using the Synchronize Data menu action from the home screen menu. 

· Once the sync has successfully completed, check to make sure that the corresponding changes have been made to the BlackBerry local data and GoldMine data.
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