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Purchasing and Registering 

BlackBerry Signing Keys
Introduction:

The Vaultus application uses Blackberry controlled classes and methods that require signatures from the Blackberry Signing Authority.   This document contains information on purchasing and registering for BlackBerry Code Signing Key files, as well as making code signature requests. 
Software Pre-Requisites:

· BlackBerry JDE 4.0 or higher
· If using Blackberry JDE 4.0 or 4.1, JDE Component Package, and JDK 1.4.2_x is required.

· If using Blackberry JDE 4.2 or higher, JDE Component Package, and JDK 1.5.0_x is required.
Purchase RIM Signing Keys:

The first step in purchasing the Blackberry Code Signing keys is to fill out an order form, select a Registration PIN, and submit a payment of $20.00.  

https://www.blackberry.com/SignedKeys/

Once this is done, within about 2-5 business days RIM will send 3 emails with the subject heading of “Blackberry JDE Controlled API Registration”.  Each email will have a *.csi file attachment:
Client-RBB-xxxxxxx.csi

Client-RRT-xxxxxxx.csi

Client-RCR-xxxxxxx.csi

Once you receive the emails, save the attachments to a local directory on the machine you installed Java and Blackbery JDE to.
Register the Attachment Files:
Each email will contain instructions on how to register the attachments. 

1. Navigate to the directory you saved the RBB attachment to and Double Click on it.  
· If a dialog box does not appear and you get a java error, ensure that your Java PATH and CLASSPATH variables are correct.  

These parameters are located under 

My Computer(Properties(Advanced Tab(Environment Variables.
2. If  keys have previously been used to sign files on this machine before, you will get the below dialog box.  Select Continue.
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A ‘This Signature Tool has already been registered with this signer.
Ifyou are attempting to register with the same signer twice, you will overwrite the previous registration.
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See Step 6 for next steps.
3. If keys have not previously been used on this machine, the below prompt will appear.  Select Yes to create a new key pair file.
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@ The private key could not be found.
This program requires a private ey for signing all transactions between
this program and the signing authority server.
The private key is contained in the sigtool.csk file which was not found.
Expected Location: C:Program FilesResearch In MotioniBlackBerry JDE 4.2.1ibin'sigtool.csk.

‘Would you ke to create a new key pair file?
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4. You will be prompted to enter a password and to verify that password.  Enter the information and select OK:

( Be sure to document this password, you will need it again in the future and anytime you want to sign an application file.
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Please enter a password that will protect the private key.
Ifyou do not want to create a new key, exit the system.
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5. Once you enter a password and hit OK, the new key pair will get generated when as you move your mouse.
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We need to generate random information
to create the new private key.

Please move your mouse andior type on the
Keyhoard to generate random information.

I o





6. You will next be prompted to enter your ‘Registration PIN’ which you created when you purchased the key files, as well as the ‘Private Key Password’ which you just created.  Do so and then select Register.
7. A message that the Registration was Successful with signing server ID RBB should appear.  An email should also be sent to you confirming the Registration.
8. Perform the same steps for the RCR and RRT files, ensuring that the same password is used for all 3 file registrations. 
9. Verify a sigtool.db and sigtool.csk file has been created in the C:\Program Files\Research In Motion\BlackBerry JDE 4.x.x\bin subdirectory.

10. You can verify that the Signature tool is working correctly by double clicking on a .cod file.  A Signature Tool dialog box should appear with the Signed Status along with other information about the file.

Research In Motion Documentation

For further information on BlackBerry Controlled APIs and signing of applications, please refer to the BlackBerry Signature Tool Developer Guide version 4.2.0, found at the following link:

http://www.blackberry.com/knowledgecenterpublic/livelink.exe/fetch/2000/8067/645045/8655/8656/1271077/BlackBerry_Signature_Tool_Developer_Guide.pdf?nodeid=1271325&vernum=0
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