	GoldMine Mobile Vaultus Server Maintenance
	[image: image3.png]Vgultusm

beyond mobdity







GoldMine Mobile Vaultus Server Maintenance

Table of Contents

1. Managing Services






2

2. Server Logs 







2

3. Server Config files






3

4. Deploying Server Job Jar





4

5. Updating GoldMine Connector




5
6. Changing properties in GoldMine Connector  
6

7. Creating Vaultus filters in GoldMine


6

8. Description of VMP tables in Vaultus DB


7
9. Description of Sync Tables in Vaultus DB

7

10. Description of Sync Statistics 




8

11. Description of Job Pool Statistics


8

1. Managing Services
There are two Vaultus services: 

1) VMP Authentication Server, which is used to authenticate users against the company’s native authentication system (e.g. Active Directory)

2) VMP Mobile Sales Server, which handles synchronization between Vaultus and the GoldMine system

The VMP Mobile Sales Server service is dependent upon the VMP Authentication Server service.  VMP Authentication Service can be run, as LocalSystem but VMP Mobile Sales Server needs to be run as the user under whom GoldMine Client was installed. Both services should be set to Automatic.

2. Server Logs

Logs for the VMP Authentication Server (VAS) can be found in \Vaultus\VAS\logs.  A new log file is created each day and labeled [date]_authlogfile.txt.

Logs for the Vaultus Server (VMSServer) can be found in \Vaultus\VMSServer\logs.  A new log file is created each day and labeled [date]_mobilesaleslogfile.txt.

Logs are organized into channels.  Channels refer to the source or category of information that is logged.  Each channel can be set to various levels, which is the amount of detail that you'll see coming from each log channel.  The levels are (from least amount of logging to most amount of logging): ERROR, WARNING, INFO, CONFIG, FINE, FINER, and FINEST.  Log levels are set in two log.config files: one for the VAS and one for the VMSServer.  The log.config file for the VAS can be found in \Vaultus\VAS\config and the log.config file for the VMSServer can be found in \Vaultus\VMSServer\config.

Each channel in log.config is set to a particular log level and is piped to either another channel or a log file.  Some channels are accessible from the VAS, some are accessible from the VMSServer, and some are accessible from both servers.

The log channels that you may need to change for debugging purposes are:

1) VMP_SYS (VAS and VMSServer): Used for general system messages

2) VMP_SYS_NET (VAS and VMSServer): Used for network communication messages

3) VMP_REALSYNC (VMSServer): Used for messages about synchronization between the BlackBerry and GoldMine.

4) VMP_VDSC (VMSServer): Used for messages related to the generic data connector

5) VMP_CONFLICT (VMSServer): Used for client (BlackBerry) and server (GoldMine) conflict resolution information

6) VDSC_DRIVER_GOLDMINE (VMSServer): Used for messages related to the GoldMine connector

For example, this line specifies that the VMP_SYS log channel is set to the WARNING level and that this channel is piped to the VMP_OUT channel:

LOG_LEVEL_VMP_SYS           WARNING

LOG_URL_VMP_SYS             channel://VMP_OUT
Use Notepad as the editor to make changes to a log.config file while the server is running.  Other editors might give an error opening the file, as it is being used by the server.  To change the VMP_SYS channel to the FINE level, change the WARNING line to FINE.  For example:

LOG_LEVEL_VMP_SYS           FINE

LOG_URL_VMP_SYS             channel://VMP_OUT

After you make changes to the VAS log.config, open a cmd window, browse to 

\Vaultus\VAS\bin, and type this command:

vtauthd reload_cfg
After you make changes to the VMSServer log.config, open a cmd window, browse to

\Vaultus\VMSServer\bin, and type this command: 

vtvmsd reload_cfg
3. Server Config Files

Server configuration properties are stored in two server.config files: one for the VAS and one for the VMSServer. The server.config file for the VAS can be found in \Vaultus\VAS\config and the server.config file for the VMSServer can be found in \Vaultus\VMSServer\config.  Most of these properties do not need to be changed.

These are properties that may need to be changed:

1) MDS_HOST_PORT
This property refers to the BES server name and Web Server Listen Port.

This property is in the VAS server.config file:

MDS_HOST_PORT=[current BES]:[port]

If your BES server changes, you can replace the current values with the new values.  If you add a new BES server, add the new server name and Web Server Listen Port, preceded by a comma, to the VAS server.config file.  For example:


MDS_HOST_PORT=[current BES]:[port],[new BES]:[port]
 
You will need to restart both Vaultus services after you make this change.  Then check today's VAS log in \Vaultus\VAS\logs.  If there is a problem connecting to the BES server from the Vaultus server, there will be an error in the log like this:

VMP_SYS_NET <WARNING> Cannot contact push MDS @ [BES]:[port]! UnknownHostException: [BES]

If a user tries to log into the VAS from a BES other than the servers specified in the VAS server.config, there will be an error in the VAS log like this:

VMP_SYS_NET <WARNING> Discarding channel due to bad session (re)negotiation. CMException: Unknown MDS: /[BES]

2) AUTH_AUTO_LOGOUT_INTERVAL 
This property in the VAS server.config file refers to the authentication auto logout interval.  After a period of time, users will automatically be logged out of the authentication server.  They will have to login again with a username and password before they can sync again.  If they are not logged in, background syncs will not be kicked off.  This value is specified in minutes.  0 disables the auto logout, and the maximum value is 35791.  When users are logged off from the authentication server, they will still be able to access the data offline.
After making this change, the next time the user logs into the VAS, their local settings will be updated to follow the new auto logout setting.  So if it is 720 minutes, then from the time the user logs in until the next 12 hours, the user will be able to sync repeatedly without having to login again. 

You will need to restart both Vaultus services after you make this change.

3) REAL_SYNC_SUPPRESS_FDR_EMAIL (only necessary if FDR via Email is enabled in the application)

If this property in the VMSServer server.config file is set to true, it specifies that the FDR via Email .ipd file should be stored locally on the server in the \Vaultus\VMSServer\data\sync\<domain>\<user>_<pin>_<project>.<version> folder.  If this property is set to false or is not present in the VMSServer server.config file, the .ipd file will be emailed to the user.

When adding this property, ensure that REALSYNC_BLACKBERRY_JDE_HOME is set to C:/Program Files/Research In Motion/BlackBerry JDE 4.0 (or whatever the directory for your BB JDE is).  Make sure that you use forward slashes and not back slashes.
You will need to restart the VMSServer service after adding or changing these properties.

4. Deploying Server Job Jar

When fields are added or removed from the Vaultus GoldMine Mobile application, it is necessary to deploy a new job jar on the server.  Vaultus will supply this new job jar.

From the Start menu, select Programs(Vaultus(VMP Job Deployment Tool.

1) For the ‘VMS Server Location’, browse to \Vaultus\VMSServer.

2) For the ‘Job Jar’, click on the browse button and browse to the folder where you have copied the new GoldMine_Job.jar file and select this file.

3) On the deployment screen, enter the following information:

	Connection Parameters:

GoldMine User ID: Provider a user that has access to all the data in GoldMine, preferably master user.
GoldMine User Password: Provider master user’s password.
Location of the LICENSE.BIN file: Provide the location of the GoldMine LICENSE.BIN file on the server, usually, C:\Program Files\GoldMine 

Location of CAL table: Provide the name of the GoldMine database and the db owner in format like this – MSSQL: GoldMine: dbo:
Location of CONTACT1 table: Provide the name of the GoldMine database and the db owner in format like this – MSSQL: GoldMine: dbo:

The login name for the SQL Server, if applicable: Usually user, sa
The password for the SQL Server, if applicable: sa’user password
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4) Click the ‘Deploy’ button. You should get a message that the job was successfully deployed.

5) Click ‘Close’ and close the VMS Job Deployment Tool.

5. Updating GoldMine Connector

When changes are made to the goldmine-connector.jar file by Vaultus, it is necessary to update this file on the server.  Follow these steps to update the connector:

1. Stop the VMSServer service.

2. Rename the goldmine-connector.jar file in \Vaultus\VMSServer\connectors to goldmine-connector.jar.old (make sure that you change the file extension) or move it to a different directory.

3. Copy the new goldmine-connector.jar file to \Vaultus\VMSServer\connectors.

4. Restart the VMSServer service.

6. Changing properties in GoldMine Connector

GoldMine connector includes following configurable properties.
## Maximum number of history items to be downloaded

HISTORY_MAX_COUNT=50

The above property limits maximum number of history downloaded to device. By default, it is set to 50. Only most recent CONTHIST records limited by this count will be downloaded to the device.
## Maximum future days limit for Activities

ACTIVITIES_MAX_DAYS=90

The above property limits number of future activities downloaded to the device by days in future. By default, this downloads all the activities 90 days in advance including all the past pending activities that belong to the logged in user.
## Maximum past days limit for Activities

PAST_ACTIVITIES_MAX_DAYS=30

The above property limits number of past activities downloaded to the device by days in past. By default, this downloads all the activities from past 30 days that belong to the logged in user.

## Ignore 'Vaultus' filters on Activities (TRUE/FALSE)

IGNORE_VAULTUS_FILTER_ON_ACTIVITIES=TRUE

The above property lets connector ignore Vaultus filter on Activities so that if a user sees all the activities that belong to him even if Vaultus filter is created for that user. If this property is set to FALSE, only the activities that belong to the user and are for the contacts in the Vaultus group will be downloaded to the device. By default, this property is set to TRUE.
## Activity types to display (activity types separated by ,)

MY_ACTIVITIES_TO_DISPLAY=Call Back,Next action,Appointment,Other,Event,Sales potential

The above property lets connector send only the activity types that are specified by this property to send to the device. My default only these activity types are sent to the device – Call, Next Action, Appointment, Other, Event and Sales Potential. 

Following are valid activity type strings:

Appointment

Call Back

To-do

Event

Message

Other

Queued e-mail

Sales potential

Next action

Peg Board record

To specify different values for these properties in the connector, follow the steps below:

1) Install WinZip on Vaultus server if not already installed.

2) Create a folder called goldmine-connector in a temp location such as c:\temp.

3) Copy goldmine-connector.jar from \Vaultus\VMSServer\connectors to goldmine-connector folder in (1).

4) Rename goldmine-connector.jar to goldmine-connector.zip and extract it using WinZip. You will see two sub folder created – com and META-INF.

5) Browse to com\vaultus\vms\goldmine\driver and open GMDetailsResourceBundle.properties file in Notepad.

6) Replace default values for HISTORY_MAX_COUNT and ACTIVITIES_MAX_DAYS property to desired values. 

7) Go back to goldmine-connector folder, select folders com and META-INF by pressing CTRL key, right click and select “Add to goldmine-connector.zip” from WinZip sub menu.

8) Refer to directions in “Section 5 – Updating GoldMine Connector” to replace the old connector with this new one.

7. Creating Vaultus filters in GoldMine

Amount of data that can be sent to user’s device can be limited by creating special filters. For any specific user you should create a filter called “Vaultus” owned by the user. This limits the contact records and associated records (e.g. Activity, History, and Opportunity) which are sent to the user's device.
 

Note that the association between the device and the filter is made when the user first logs on to the device using their GoldMine login. So the user logs on, GoldMine Mobile looks for a filter called Vaultus under that user and uses this to determine which records to send. If no such filter exists then all records are sent. Only one Vaultus filter can exist per user.
 

Note that all records are sent - at this time GoldMine Mobile does not limit rights to see any history records as set up in the User Settings in GoldMine.
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8.  Description of VMP tables in Vaultus database

The Vaultus database contains the following tables to help manage users, user groups, applications, and application versions for mobile users:

1. vmp_users

a. Table contains a list of all users that are enabled for mobile access.  This is the first line of defense for mobile access. 

2. vmp_groups

a. Table contains list of all Groups in the system.

3. vmp_apps

a. Table contains list of all Vaultus applications in the system that are managed by this authentication server.

4. vmp_apps_version

a. Table contains list of all versions of each application.

5. vmp_device_type

a. Table contains list of all different types of devices (for e.g. Blackberry, different version of Windows Mobile devices)

6. vmp_devices

a. Table contains a list of all devices in the system that users are using.

7. vmp_servers

a. Table contains a list of all servers that are being managed by this authentication server.

8. vmp_app_permissions_map

a. Table contains a map of handheld applications and access permissions for each group/user.

9. vmp_apps_lease

a. Table contains a map of handheld applications and Lease key period for each group/user.

10. vmp_apps_ver_device_type_map

a. Table has a map of applications that are valid for each of the device types.  For e.g. a Blackberry application is not valid for Windows Mobile device type and vice versa.

11. vmp_device_type_apps_ver_map

a. Same as above except it is a map for application version numbers.

12. vmp_device_app_map

a. Table has a list of applications that are on each of the user’s devices.

13. vmp_device_app_history

a. Same as above except history of what has been on a user’s device.

14. vmp_ams_apps

a. Table contains a list of applications maintained by application management server and associated storage file path.

15. vmp_user_group_map

a. Table has a map of users to groups.

16. vmp_group_group_map

a. Table has a map of inter group relationship.

17. vmp_sequences

a. Table maintains sequence number for assignment to next device.

18. vmp_globals

a. Table has set of global variables that need to persist beyond a session.

19. vmp_user_properties

a. Table maintains a list of general properties for each user.

9.  Description of Sync Tables in Vaultus database

The Vaultus database contains the following tables to help manage the sync process between Mobile handheld and GoldMine system.

1. rs_clientinfo

a. Table contains information for each unique user and device pair.  Each device has a unique number; for Blackberry devices, it is the PIN #, and for Win Mobile devices, it is a number that is assigned by the Vaultus Authentication Server on the first successful login. 

2. rs_documentinfo

a. Table to contain meta-information (e.g., last sync date) for each version of the application; called document (i.e., set of syncable data).


3. Keys into rs_clientinfo.

a. Multiple documents can exist on a particular user and device instance.

4. rs_map

a. Table to store data ID mappings between the client and server backend.  It is critical for translation of data from server to client or vice versa.

b. It is used to provide to some connectors (for e.g. GoldMine connector) the server ID's for all data on a client.  This is used by connectors to remove unwanted data on a user’s device based on current data access rules on the server.

c. One row exists for each record that is managed between the client and server.

d. [Logically] keys into rs_documentinfo.  Multiple records can exist on a particular document.

5. rs_ids

a. Table used by stored procedures to generate new key values.  This enables multiple vms servers to access same Vaultus database for sync process.

6. vms_add_map

a. This table maintains a map of temporary IDs created on a mobile handheld and actual primary keys assigned by the server application (for e.g. GoldMine IDs).  This table is used during error recovery when sync process aborts due to wireless network connectivity issues.

In addition, sync engine uses following stored procedures:

1. rsGetNewClientInfoID

a. Stored procedure to generate new key value (clientinfo_id) for rs_clientinfo

2. rsGetNewDocumentInfoID

a. Stored procedure to generate new key value (documentinfo_id) for rs_documentinfo

3. rsGetNewMapID

a. Stored procedure to generate new key value (map_id) for rs_map.

b. Argument 1: Is an optional integer argument specifying the number of values desired.

10.  Description of Sync Statistics (Audit)

Vaultus system generates a job statistics file for each day for the VAS and VMSServer.  A new file is created each day and can be found in \Vaultus\VMSServer\logs.  This file is labeled as [date]_sync_stats.csv.  Below is a sample content of this file.

	# 2006.03.03 EST Fri (1440m)
	
	
	
	
	
	
	
	
	

	Time
	UID
	Op
	Status
	DL
	UL
	DL+
	DLm
	DL-
	UL+
	ULm
	UL-

	13:12:27
	lee
	OP_FDR
	completed
	798
	0
	798
	0
	0
	0
	0
	0

	16:08:11
	lee
	OP_FDR
	completed
	798
	0
	798
	0
	0
	0
	0
	0

	
	
	
	
	
	
	
	
	
	
	
	


This file lists all sync activities for that day.

1. 1st row shows the date of the activity.

2. Time column shows the time of sync activity.

3. UID column shows userID of the sync process.

4. Op column shows the type of sync operation (FDR or Sync)

5. Status column shows results of the sync process (completed or aborted)

6. DL column shows total number of records sent from server to that user’s device

7. UL column shows number of changes that were uploaded from a user’s device to the server.  It is always 0 for FDR operation.

8. DL+  shows total number of additions that were sent user’s device

9. DLm shows total number of modifications sent to a user’s device

10. DL- shows total number of deletes sent to a user’s device

11. UL+ shows total number of additions from a user’s device

12. ULm shows total number of modifications from a user’s device

13. UL- shows total number of deletes from a user’s device

14. Duration column shows the duration (in seconds) of the FDR or sync

10.  Description of Job Pool Statistics

The Vaultus system generates two job pool statistics files for each day.  A new file is created each day and can be found in \Vaultus\VAS\logs and \Vaultus\VMSServer\logs.  This file is labeled as [date]_jobpool_stats.csv.  Below is a sample content of this file.

	# 2006.03.03 EST Fri (1440m)
	
	
	

	Time
	# jobs
	avg time
	peak time
	peak queue depth
	peak thread count

	0:00:00
	14
	0
	0
	1
	2

	1:00:00
	750
	2
	232
	2
	2


This file lists all job activities for that day on an hourly basis.

1. 1st row shows the date of the activity.

2. # jobs shows total number of jobs processed within that hour.  For example, each sync/FDR increment is a job.  Note that each sync/FDR increment, not each sync/FDR itself, is a job.

3. Avg. Time shows average time (in seconds) taken to process a job during this time interval.

4. Peak Time shows max time (in seconds) a job took during this time interval.

5. Peak Queue depth shows pending requests while a job is being processed.

6. Peak Thread Count shows peak number of job threads used within a given time interval.
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